CONVERGENCE OF CYCLIC RANDOM WALKS
WITH AN APPLICATION TO CRYPTANALYSIS

CLIFFORD BERGMAN! AND SUNDER SETHURAMAN?

Imagine that you and some friends are playing a version of roulette. The
wheel is divided into 36 sectors, alternately colored red and black. Before
spinning the wheel, the contestant chooses a color and then wins or loses
depending on whether or not his color comes up.

You, the master player, have honed an ability to spin the wheel exactly
3620° with high probability. Thus, if the wheel is initially on a red sector,
then after your spin, it will again be on a red sector, and similarly for black.
Of course, nobody’s perfect, so let us say that 90% of your spins return the
wheel to the same color on which they begin.

After you’ve cleaned out your friends a couple of times, they begin to wise
up. One of them proposes a small change in the rules. Instead of a single
spin, the contestant must spin the wheel 10 consecutive times. It is only if
his initial guess matches the outcome after the tenth spin that he wins the
game.

Is this fellow on to something? Will the new rule blunt your advantage?
Let us assume that you continue to bet on the wheel’s starting color, and
think of each spin as a coin toss in which the probability of ‘heads’ is 0.9
(i.e., the wheel returns to its starting color after one spin). Then you will
win the game if the number of tails after 10 tosses is an even number. The
probability of this is easily computed to be 22:0 (;2) (.1)2k(.9)10-2k ~ 0.55.
It seems clear from Figure 1 that as the required number of spins increases,
your advantage diminishes. When used with a large number of spins, the
game resembles a fair coin-toss, no matter how biased is a single spin.

The behavior of the “bias” of an iterated Bernoulli variable when com-
puted modulo 2, and generalizations to iterations modulo m for m > 2, is the
subject of this article. This equalizing phenomenon has been understood at
least since the 1950’s in the context of cyclic random walks, Feller |7, section
16.2(d)]; random number generation, Horton and Smith [14] and Dvoretsky
and Wolfowitz [5]; and card-shuffling, Aldous and Diaconis [I], among other
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FIGURE 1. probability of winning the roulette game as a
function of the number of spins

areas. In recent times, this behavior has also been exploited in cryptanaly-
sis, Matsui [16], which we shall explain in Section |1} We had fun revisiting
this old topic and the purpose of this note is to survey some of the interest-
ing results and to give, in some cases, simpler and more probabilistic proofs
than are found in the literature.

1. THE BASiC PROBLEM

Let us formalize the above discussion as follows. Assume we have a coin
for which 0 (Heads) occurs with probability p and 1 (Tails) occurs with
chance ¢ =1 — p. Let X1, Xo,... be a sequence of independent coin-tosses.
Let the operation & represent the “exclusive-or” operation. In other words,
X1 & X3 is nothing more than X; 4+ X3 moda,

0 when Xy =Xo=0o0or X;=Xy=1

Xl@XQ:{ 1 when X7 # Xo.

Our fundamental observation is that no matter how biased the individual
tosses, their exclusive-or resembles a fair coin asymptotically.

Proposition 1. Let X1, Xo,... be a sequence of independent, identically
distributed coin tosses with probability of 0 equal to 0 < p < 1. Then

If we use p to denote the probability distribution of a fair coin, then the
proposition says that as n tends to infinity, the sequence X1 ®Xo®- - B X,
converges in measure to p, in symbols, X1  Xo ®--- & X, = p.

We shall present several proofs of this proposition: a combinatorial proof,
one using Markov chains, and later an “eigenvalue” argument which provides
some additional insight into the phenomenon.

Proof. For the combinatorial proof, observe that the variable X; & X9 ®
.-+ @ X, is equal to 0 precisely when an even number of the individual
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tosses return Heads. From the binomial theorem,

(q+p)”+(q_p)nzz<k>knk+z ()knk

=2P(X;1®---® X, =0).

Of course, g+p =1 and 0 < |¢g—p| < 1. Thus, for large n, the left-hand side
of the last equation is close to 1. Hence, P(X1® X2 ®---® X,, =0) ~ 1/2.

For our second proof, we begin with the sequence Z,, = X1 ® --- ® X,,,
for n =1,2,3,... This is a Markov sequence with transition matrix

¢
q p
In other words, P(Zp,11 =01 Z, =0) =p, P(Zyy1 =0| Z, =1) =
P(Zyi1=1|%2,=0)=gq,and P(Zp41=1|Z, =1) =p. Thus
P(Zy, =0) =pP(Zn-1=0)+qP(Zn-1=1)
=q+(p—qP(Zn1=0).
The last equality follows from the fact that P(Z,—1 =0)+P(Z,—1 =1) = 1.
Tterating this expression yields

P(Zy=0)=q» (p—¢" '+ (p-9" 'p

q q n—1
=————~+|p- ] p—q)"
1-(p—q) [ 1-(p—q) =d)
for n > 2. As q/[1 — (p — ¢q)] = 1/2, the above quantity converges to 1/2
completing the Markov chain proof. U

In Proposition [I| we assumed that the coin tosses were both independent
and identically distributed. In fact, a far weaker condition than identical
distribution is sufficient for the proposition to hold. To make this precise,
we introduce a quantity which measures the bias of a Bernoulli variable.

Definition 2. Let X be a random variable taking on two values with prob-
abilities p and ¢ = 1 —p. Then the bias of X, denoted B(X), is the quantity
lp—dl.

The bias B(X) has several nice properties. First, it is symmetric in
p and ¢. Second, we always have 0 < B(X) < 1, attaining the lower
bound precisely when X is a fair coin and the upper bound when X is
a constant (i.e., p = 1 or ¢ = 1). Third, B(X) is the magnitude of the
smallest eigenvalue of the matrix P. Indeed, 1 and p — g are eigenvalues
with respective eigenvectors (1,1) and (1,—1). The utility of the bias is

seen from the following identity.
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Proposition 3. Let X and Y be independent coin-flips, and let Z = X @Y.
Then B(Z) = B(X) - B(Y).

Before proving this result, we show how it immediately implies our earlier
claim (Proposition . Applying the above identity, we obtain

|P(Z, =0)— P(Z,=1)| = |p—q|"

which vanishes (exponentially) as n tends to infinity.

Proof of Proposition [3 The identity can certainly be checked by direct
computation, but for further development we use the following argument.
Since the particular values taken on by X play no role in B(X), let us
identify Heads with 1 and Tails with —1. With this identification, the bias
B(X) is nothing but |E[X]|, the magnitude of the expected value of X.
Furthermore, X & Y becomes the product X - Y. Since expected value
respects the product of independent observations, B(XY) = |E[XY]| =
E[X]| - |E[Y]| = BOXOB(Y). O

By employing the bias, we can improve Proposition [1| dramatically.

Corollary 4. Let X1, Xs,... be a sequence of (non-identically distributed)
independent coin-flips. Let Z,, = X1 ®--- ® X,,. Then,

n
Zn=p iff lim [[B(X:)=0.
n—oo
i=1
It is interesting to note that the condition at right allows for the coin-flips
to become increasingly biased at some rate.

2. AN APPLICATION TO CRYPTANALYSIS

Our interest in the topic of this paper was first piqued while reading
Matsui’s exposition of his linear cryptanalysis of the DES cipher, [16]. In
Matsui’s paper, a crucial role is played by the “piling-up lemma”, which is
essentially our Proposition [3| In this section we explain this phenomonon.

Cryptography is the art and science of designing ciphers—methods for
communicating secretly. Cryptanalysis by contrast, is the opposing art of
cracking ciphers—reading the secret communications without authorization.
DES (the “Data Encryption Standard”) has been, for the past 25 years, the
cipher most commonly employed in commercial products. For this reason,
an enormous amount of effort has been expended attempting to crack DES.
Linear cryptanalysis is the most effective technique yet devised in this re-
gard. In order to explain how it works, we must first describe the DES
cipher in a few paragraphs—no easy task!

In mathematical terms, a cipher is nothing but an invertible function
E:P — C. The sets P and C are the spaces of plaintext blocks and cipher-
text blocks, respectively. Since it is inadvisable for each individual user to
construct his or her own encryption function, a modern cipher is conceived
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T 0000 0001 0010 0011 0100 0101 0110 O111
go(z) | 1101 0000 1011 0111 0100 1001 0001 1010
g1(z) | 0001 0100 1011 1101 1100 0011 0111 1110

T 1000 1001 1010 1011 1100 1101 1110 1111
go(z) | 1110 0011 0101 1100 0010 1111 1000 0110

() | 1010 1111 0110 1000 0000 0101 1001 0010

FIGURE 2. Permutations for baby lucifer

as a cryptosystem: an indexed family E = { E}, : k € K } of invertible func-
tions. The set K is called the key space. In practice, this is implemented
as a single function E: L x P — C, with Ey(z) = E(k,z). The algorithm
describing E is known to the public. In order to communicate securely, two
parties need only choose a key at random from K and keep it secret.

In most modern cryptosystems, P = C and the function E}, is constructed
as Fs oF;  o---0F,,0F; , where each s; is a subkey derived from the original
key k according to an algorithm called the key schedule. The integer 7 is
the number of rounds in the cipher. The idea is that each F§, is a relatively
simple permutation of the set P and once again, there is a single function F
with Fy(z) = F(s,x). Even though the individual permutations are simple,
when enough of them are composed, the resulting permutation (on a very
big set) appears to be quite complex.

Before discussing DES, we will demonstrate these ideas on a very simple
cryptosystem we call baby lucifer. The lucifer cipher, like DES, was devel-
oped at IBM, and is considered to be the ancestor of DES. Our baby lucifer
is a (highly) abbreviated version of lucifer as it was described in [8]. In this
cipher, P = C = K = {0, 1}%, in other words each plaintext block, ciphertext
block and key is a bitstring of length 8. The raw materials consist of two
permutations gg, g1 of the set {0,1}*. Those functions are given in Figure

Baby lucifer is a 4-round cipher. Let k = k1ks ... ks denote an 8-bit key.
We define the subkeys s; to be ko;_1ko; for i = 1,2,3,4. For a subkey s = uv
and an input block z = zjx9...xg the function Fy(z) is defined to be the
following pair of operations.

1. y1y2y3ys = gu(ﬂc1x2x3$4) YsYeYryYs = gv($53€6$79€8)
2. Fy(x) = yrysysy291Y3Y6Ya-

For example, suppose the plaintext block x = 01110010 is to be encrypted
with the key £k = 01110110. The first two subkeys are 01 and 11. The
computation involved in the first two rounds looks like this.

01110010 {o0.91), 10101011 —— 11101100

11101100 2292, 1001 0000 —— 00001001

The interested reader can verify that the states after the subsequent rounds
are 11111011 and 00100110. This last string would be the output of the
5



entire cipher on the input string. Despite its small size, baby lucifer does a
good job of scrambling the data.

We shall not attempt to describe DES in detail. The sets P and C are
both taken to be {0,1}54 while X = {0,1}%. There are 16 rounds to
the cipher. DES is a far more complicated cipher than is baby lucifer. The
precise details of the function F(s, z) and the key schedule are quite complex
and unnecessary for our discussion. A full description can be found in any
reference on cryptography, for example Menezes et al. [17].

Now we turn to the issue of cryptanalysis. Let us imagine that Alice and
Bob have agreed on a secret key k € I and are sending encrypted messages
yi = Ex(z;), 1 =1,2,...,t to each other. A third party named Eve obtains
all of the pairs (z;,y;) and wishes to use this information to determine k.
This is called a known plaintext attack since the evesdropper knows not just
some ciphertext, but the corresponding plaintext as well.

Of course, one approach Eve might take is to exhaustively check each
possible key, usually called a brute-force attack. It can be described using
the following pseudocode.

for each [ € K do
if Ey(z;) =y, for i=1,2,...,t then
return(Key=l) .
If Alice and Bob are using baby lucifer, this little routine will test at most
|K| = 28 = 256 keys, which is feasible even by hand. This is one reason that
a modern cipher requires a very large key space. On the other hand, if Alice
and Bob communicate using DES, then || = 2°6. In this case the loop will
take a very long time to execute. Linear cryptanalysis is an improved attack
that reduces the number of individual keys that must be tested.

We shall sketch the attack for a general cryptosystem that has r rounds
and a block size of n bits. Let K € K and X € P denote uniform ran-
dom variables and set Y = Ex(X) and Z = (Fs,)"'(Y). Note that Z
depends entirely on X and K. We can think of X = (X, Xo,...,X,),
Z =(Z1,...,%y) and K = (K3,...,K,,) as random sequences in the field
GF(2) of integers modulo 2. Consider linear functions U(X), V(Z) and
W (K) over the field GF(2), that is

U(X) =c1 X1 +cXo+ -+ Xy,
V(Z) =d1Z1+doZo+---+d, 2y
W(K) =e1Ki+eKo+---+en Ky,

with coefficients coming from GF(2) and define L(X,Z, K) = U(X) +
V(Z) 4+ W(K). Then the value of L(X, Z, K) behaves as a random vari-
able on {0,1} and has a bias between 0 and 1. The attack depends on
the existence of a linear function L whose bias B(L) is “large” and which
depends on relatively few of the bits comprising K.

In a good cryptosystem, we expect the behavior of different keys to be
indistinguishable. Thus, it is reasonable to assume that for any fized key k,
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the bias of L(X, Z, k) should be approximately equal to B(L). Notice also
that the assertion that L(X, Z, k) is biased means that the equation

(1) UX) +V(2) =W(k)

is biased in the sense that it is either true or false with high probability. If
k is an unknown key, then W (k) is simply an unkown constant (either 0 or
1), so equation (|1)) simply asserts that U(X)+V(Z) is also a biased random
variable.

Suppose for the moment that the biased expression L has been found.
Eve proceeds as follows. To save a subscript, let (z,y) denote any of her
obtained pairs (x;,y;). She takes a guess, S, at the subkey s,. Using her

guess she computes Z = Fg 1(y) If she has guessed right, she expects that

the values of U(z)+ V (Z) will exhibit the bias B(L) as (z,y) ranges over all
of the pairs (z;,y;). On the other hand, if she has guessed wrong, then the
bits in z and Z will be independent, and Eve expects to see no bias in the
values of U(z)+V(Z). In this way, Eve can determine whether her guess at
sy is correct. This enables a classic divide-and-conquor strategy: try every
possible value for .S, until the correct one is found. This determines some
portion of the corrrect key k. Then try every possible combination for the
remaining bits. If the length of the key is m bits and the length of a subkey
is j bits then this strategy requires a search of 27 + 27 « 2™ keys in
general.

The success of this strategy hinges on finding an appropriate function
L(X,Z,K) and determining its bias. Let us write Z° = X and recursively
define Z' = Fg,(Z*!). Thus Z' denotes the internal state of the cipher
after the 7" round. Matsui’s suggested that by studying the structure of the
round function [F, one can chose a series of linear functions L;(Z~!, Z%, S;) =
Ui (Z7Y = Vi(Z) + W;(S;) for i = 1,...,r — 1 that are linked in the sense
that V; = U;41. In this way one obtains a telescoping sum

r—1
(2) L(X,Z,K)=Y Li(Z"", 7', S).
=1

The bias of L can now be determined by an application of Proposition [3]
If we assume that the variables L;(Z‘~1, Z% S;) behave independently, then
B(L) = B(L1) - B(Ly)--- B(Ly—1). Each function L; has (hopefully) only a
few nonzero coefficients, so its bias can be computed directly.

We shall illustrate this procedure using baby lucifer. Let A, As, Ag, Ay
denote random input bits and K a random key bit. Define B1ByBsBy =
9K (A1 A2 A3Ay) (see Figure[2). Consider the linear combinations

My =A4+B1+By+Bs+ K
(3) My = A1+ Ay + B3+ K

Mz = A1 + Ay + Ay + Bo.
7



By checking all 32 combinations of Aj, Ao, A3, Ay, K, we see that My = 1
with probability 24/32, hence has bias equal to (24 —8)/32 = 1/2. Similarly,
M5 = 1 with probability 22/32 so has bias 3/8 and M3 = 0 with probability
24/32 and has bias 1/2.

We are now ready to construct the functions Ly, Ly, L3 corresponding to
the first three rounds of baby lucifer. By applying M3 to the first four bits
in round 1, we obtain the expression

Ly =20+ Z9+ Z + Z} + Ky, B(Ly) =1/2.

(Don’t forget that the second output bit of the function gs becomes the
fourth output bit of the round.) Similarly, by applying M; to the first four
bits of round 2 yields

Ly=Z{+Z3 + Z} + Z¢ + Ks, B(L) =1/2.

By applying M; to the first four and My to the second four bits of round
three yields two expressions

Ly=73+Z3+ 73+ 73+ K5, B(Lj)=1/2
LY =724 72 + 73 + K, B(LY) = 3/8.

Adding these two expressions together yields Lz with a bias of 3/16. But
more to the point, adding all four expressions together yields

L=X1+Xo0+Xu+1+24+725+7Zs+ K1+ K3+ K5+ Kg
(4) 1113 3
2 2 2 8 64

Eve can use the expression in (4)) to determine the unknown key. For each
of the four choices of k7kg, she estimates the bias of X7 + Xo + X4 + 271 +
Zy+ Zs + Zg using several pairs (x;,y;). One of these four choices should
stand out as the one inducing a bias on this expression. Once krkg has been
determined, Eve can exhaustively try all candidates for the first six key bits.
In this way, Eve will test 22 + 26 = 68 keys, which is a savings of about 50%
on a brute-force search.

Actually, Eve can do a bit better. By reviewing the compuations in
equations , we see that the expression in is biased toward the value 1.
Therefore, under the correct key, the value of X1+ Xo+ Xy+ 214+ Z4+ Z5+ Zg
should be biased toward 1+ k1 + k3 + k5 + kg. This allows Eve to obtain one
bit for free since she has already determined which way the former expression
is biased. Thus Eve’s total work is only 2% + 25 = 36 keys.

Recall that baby lucifer has an 8-bit block size, an 8-bit key and 4 rounds.
DES, by contrast has a 64-bit block, 56-bit key and 16 rounds. The basic
approach to finding a biased linear expression is the same for DES as it is for
baby lucifer, but the details are somewhat more complex. The expression
Matsui found has 30 variables and a bias of approximately 1.49 - 2723, This
is not very large, but it does give Eve something to work with.
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Matsui was also able to choose V15 so that it had very few nonzero co-
efficients. Consequently, only 6 bits of Si¢ have any influence on the value
of U(X)+ V(Z). (This is partly a result of the particular design of DES.)
Thus by trying all 64 possible 6-bit strings against all of the pairs (z;, y;) Eve
can determine 6 bits of the actual key. She can also use this procedure in
reverse—that is think of decrypting each y; to get x;—to determine 6 more
bits of the key. And just as in the baby lucifer example, she can find an
additional two bits for free along the way. This still leaves 42 bits, which she
must find by exhaustive search. This certainly requires a great deal of com-
putation, but the total number of combinations considered, 26 4 26 4+ 242 is
far less than the 256 that is necessary for a simple-minded brute-force attack
on DES.

To put this in human terms: if some computer requires 1 year to execute
the brute-force attack, then that same computer could use linear cryptanal-
ysis to find the key in about a half-hour. (For those interested in the state-
of-the-art, in 1998, the Electronic Freedom Foundation [6] constructed a
special-purpose DES-cracking machine that can find a key in about 12 hours.
It uses nothing but a parallelized version of brute-force search.)

There is one other consideration when comparing linear cryptanalysis to
the brute-force attack: how large must ¢ (the number of pairs (z;,y;)) be
in order for the attack to succeed with high probability? It is not hard to
see that ¢ = 2 is sufficient to ensure that the brute-force attack will almost
surely find only the correct key (and no “false alarms”). On the other
hand, for linear cryptanalysis, Eve needs enough pairs to be sure that the
bias in Equation is detectable. Using a standard normal approximation,
one can see that to detect the bias with probability .95 requires that t be
approximately 246, Thus, in order to mount this attack, Eve would need
to intercept (and Alice and Bob would have to send!) a staggering amount
of data. For this reason, linear cryptanalysis has never been considered a
practical threat to DES.

One interesting aspect of this application is how it differs from most other
applications of the ideas of this paper that have appeared in the literature. In
those discussions, the emphasis is on the convergence of an iterated variable
to the uniform distribution, whereas here we are trying to find iterated
variables that are as far from uniform as possible.

In this discussion, we have omitted several details of DES as well as of the
attack itself. In addition to Matsui’s paper [16], the interested reader may
wish to consult Harpes et al. [11] for a more complete treatment as well as
a generalization.

3. ITERATIONS MODULO m

As the exclusive-or operation can be identified with mods addition, it is
natural to wonder about mod,,-generalizations of the results in Section [T}
9



This situation occurs in applications such as card shuffling and random
number generation. We provide a few references in Section 4.

Let X1, Xo,... be a sequence of independent rolls of m-sided dice where
the distribution of Xj; is given by

X; =1 with chance p;(1), forl=0,1,...,m— 1.

As before, we let p denote the uniform distribution on Z,, = {0,1,2,...,m—
1}, ie, pu(l) = 1/m for 0 <1 <m —1. Does Z, = X; +--- + X, mod,,
converge to u? In fact, this will be the case when “degeneracies” are avoided.

Although the combinatorics when m > 2 becomes difficult, we can still
interpret the asymptotics of Z,, through Markov chain analysis when the
observations {X; : ¢ > 1} are identically distributed with common distribu-
tion p = (p(l) : 0 <1 <m —1). As before, {Z, : n > 1} forms a Markov
sequence. A moment’s thought reveals that the transition matrix P now
takes the form

p(0)  p(1) - p(m-—1)
) P p(m —1) p(0) p(m —2)
p(1)  p(2) p(0)

It will be useful later to note that P is a m x m circulant matrix corre-
sponding to the vector p = (p(0),p(1),...,p(m — 1)) The analysis that the
distribution of Z,, converges to u, however, is not as direct as for the m = 2
case, but relies on the ergodic theorem for finite-state space Markov chains.
We omit discussion of this theorem as the methods below are simpler and
more general.

Let us now consider the general case when the X;’s are not necessar-
ily identically distributed. For this analysis, it is convenient to work with
a multiplicative cyclic group, rather than the additive group of integers
modulo m. Let w,, = e2™/™ denote a primitive mth root of unity. The
group Zp,, = {0,1,...,m — 1} under addition mod m is isomorphic to
{1, wm,w?2,, ..., wm™ 1} under ordinary multiplication of complex numbers.
This isomorphism maps an element j € Z,, to wi,. As in Proposition (3| l
Zp =X1+ X9+ -+ X, mod,, corresponds to Xi-Xs---X,. The sequence
{Z, :n > 1} can be thought of now as a random rotation on the unit circle,
or a random walk on the cyclic group of order m.

For a random variable X on the mth roots of unity with distribution p,
we now express the eigenvalues of the associated m x m circulant matrix P
in terms of the moments of X (in analogy to the case m = 2).

Proposition 5. Let X be a random wvariable on the mth roots of unity

with distribution p. Let P be the m X m circulant matrixz corresponding

to this distribution. Then, for k = 0,1,...,m — 1, the eigenvalues A\ and
10



eigenvectors v of P are given by
A = E[X*] [= p(0) + p(Dwk 4+ p(2)w?F + -+ 4+ p(m — 1w VF],

k¢ kN2 k ym—1
v = (Lwy, (wi)? o (wp)™ ).
Proof. It is easy to check by direct calculation that if A\ and vy are defined
as in the proposition then Pvp = Agvg, for K = 0,1,...,m — 1. Now it is
possible for the sequence Ag, A\1,...,\n_1 to contain repeats. However, the
matrix whose rows are the vectors vy, is
1 1 1 1
1 wny w2, wm—1
v=|1 wn (n)? o (W)t
Lot ) e (e

which we recognize as a Vandermonde matrix. The determinant of V' is
Hj<k(wfn —wiy) # 0. Consequently, {vg,v1,..., 0,1} is a linearly indepen-
dent set, and provides us with a basis of eigenvectors for P. [l

Notice that the circulant matrix P depends only on the probabilities of
the outcomes for the variable X and not on the values taken by X (although
the equality of A\, and E[X*] does depend on the values of X). In analogy
with Definition [2| we write A\g(X), k = 1,2,...,m — 1, for the eigenvalues
of P.

Theorem 6. Let X1, Xo,... be independent variables on the m'
unity, and let Z, = X1 - Xo---X,,, forn > 1. Then,

b roots of

n
Zyp = <= lim H |IAe(Xi)| =0, for each 1 <k <m—1.
Proof. Since E[ZF] = E[X}] - E[X}]--- E[zF] = [, \e(X;) by Proposi-
tion [B], it is enough to show that 7, = pu if and only if the first m — 1
moments of Z,, tend to zero.
One direction is trivial. The condition Z, = p is equivalent to the as-
sertion lim, P(Z, = w!,) = 1/m for all ] = 0,1,...,m — 1. This gives, for
1<k<m-—1, that

1
lim E[ZF] = —(14wk 4+ +0mDk
n—o0 m
1 1wk
om 1—uWwk

which vanishes as w;); = 1.
For the other direction, suppose that for every 1 < k < m, we have that
limy,— oo E[Zﬁ] = 0. Expanding, we have

m—1
(6) lim Z(wfn)kP(Zn =wl ) =0, fork=1,...,m—1.

11



Consider the sequence
an = (P(Z, = 1), P(Zy = wm), .., P(Z, = 1))

of points in R™ for n > 1. The assertion that Z, = u is equivalent to

the claim that q, — (1/m,1/m,...,1/m) as n — oco. Suppose this is not
the case. That is, q, has a subsequence {qnj : j > 1} that is bounded
away from (1/m,...,1/m). Since the sequence {qn; : j > 1} is uniformly

bounded, it must itself have a convergent subsequence converging, let us say,

to (ag,a1,...,am) # (1/m,...,1/m).
The equations in @ imply that

ao +whar +way + - WYk, =0
for k=1,...,m — 1. In addition we have the equation
a+ a1+  ax+ -+ am—1 =1

since, for all n, 3, P(Z, = w!,) = 1. Thus we have a system of m lin-
ear equations whose matrix (if the last equation is moved to the top) is
none other than V, which we have already determined to be nonsingular.
Consequently, the system has a unique solution. Since

(ag,ai,...,am—1) = (1/m,1/m,...,1/m)

is certainly a solution to the system, it is the only one, contradicting our
assumption. O

The convergence in measure holds in particular for “non-degenerate” iden-
tically distributed independent variables. Motivated by the above result, let
us say that the distribution p of a random variable X taking values on Z,,
is non-degenerate when |Ap(X)| < 1 for all 1 < k < m — 1. [Note that
by the triangle inequality, [A\¢(X)| < p(0) + -+ + p(m — 1) = 1.] In other
words, the distribution is non-degenerate exactly when there is a “positive
spectral gap,” that is, a positive gap between the eigenvalue \o(X) = 1
and maxij<g<m—1 | \k(X)|. We develop now concrete conditions for non-
degeneracy of a random variable X.

Let us again think of Z,, as the additive group of integers modulo m. For
i,j € L, let (j) +i={jr+i:2=0,1,...,m — 1} be the coset of the
cyclic subgroup generated by j displaced by 1.

Proposition 7. Let X be a random variable on Z,, with distribution p.
Define H = {i € Zy, : p(i) > 0}. Then, for 1 <k <m — 1, we have that

M(X)| =1 < HC({j)+i
where i = min(H) and j = m/ged(m, k).

Proof. The “=" proof follows from two observations.
(i) Let z and w be nonzero complex numbers such that |z +w| = |z| + |w].
Then z = rw for some real number r > 0. This is the law of cosines.
12



(ii) Let p(1),...,p(k) be positive real numbers, and ay, ..., ax be distinct
complex numbers of magnitude 1. If [p(1)ai1+- - -+p(k)ag| = p(1)+- - -+p(k),
then k£ = 1. We will show this momentarily.

Given (i) and (ii), we prove the proposition. Assume |A\z| = 1 for some
1 <k <m-—1 Then |Y,cyp(i)wi| = 1. By (i), we have i, € H
implies w* = W!*. Let now i = min(H), | € H, d = ged(m, k), and

j =m/d. Then, w? = W implies m divides (I — 1)k, which further implies
m/d divides (I — i)k/d, and so m/d divides (I — i), which finally gives | €
G+

To finish the proof, we argue (ii). Let k > 1 be the least counter-example
of the statement. Then applying the triangle inequality twice,

Ip(Des + p(2)ag + -+ + p(k)ar| = p(1) + (p(2) + - + p(k)) >
lp(Dea| + [p(2)ag + -+ + p(k)ag| > [p(D)eq + - - - + p(k)o|.

This implies that p(2) + - -+ + p(k) = [p(2)az + - - - + p(k)ag|. Therefore, by
assumption, k—1 = 1, that is k = 2. By (i), we must have p(2)as = rp(1)ay
for some r > 0. This gives as = r(p(1)/p(2))a1. But, |ai] = |az| = 1, and
so rp(1)/p(2) = 1 and ay = ;. This is a contradiction.

For the “«<” argument, suppose H C (j) + i, where j = m/gcd(m, k)
and i = min(H). Then, m divides kj, and so wﬂjxﬂ) = Wk for all x € Z,,.
Hence, || = ]w% Y p)] =1 O

Corollary 8. Let X1, Xs,... be a sequence of identically distributed, in-
dependent random variables taking values in Z,, with distribution p. Let
Zn=X1+Xo+ -+ X, mod,, form>1. Then

Zp = [ <= P is non-degenerate.

Proof. For 0 < k < m — 1, denote by A\ the common value of \;(X;) for
i > 1. By Theorem [6] Z, = p if and only if [Ag|™ converges to 0 for all
1 <k <m—1. This can happen if and only if [\g| < 1forall1 <k <m-—1
which by Proposition [7]is equivalent to nondegeneracy of p. ]

It may be worth noting that if m is prime then the only proper subgroup
of Zy, is {0}. Hence Proposition [7| tells us that the only degenerate random
variables are the constant ones.

4. CONCLUDING REMARKS

Corollary [§|is a case of the well-known Ito-Kawade theorem which gives
equivalent conditions on a distribution v in a compact group for the n-
fold convolutions v*" to converge to the Haar measure of the group; see
Grenander [10], Heyer [12], and Hognéds and Mukherjea [13]; a different
flavor of results can be found in Diaconis [3].

It seems, however, that the convergence of convolutions of non-identical
distributions in general groups are not as well understood (cf. [13, Section
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2.4]). But see there, in particular, Theorem 2.49 of [13] which gives a neces-
sary and sufficient condition for convergence of convolutions of non-identical
measures on discrete groups. In this context, Theorem [6]is a particular case
of this result with respect to the finite group Z,, first proved by Dvoretzky
and Wolfowitz [5] with Fourier methods which was motivated by random
number generation questions. See also Aldous and Diaconis [I], and Goel
and Gulati [9] for appliations to cardshuffling and statistics among other
things.

Circulant matrices appear naturally in many applications. A proof of
Corollary [§ purely in terms of circulant properties is found in Krafft and
Schaefer [I5]. The book Davis [2] is a comprehensive reference. See also
Diaconis [4] for a discussion of interesting generalizations of these matrices
and their use.
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