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This Talk

Motivation: For effective distributed information services:

� Entities need to make trust judgments about each other

� in the face of massive heterogeneity

CLIENTUSER SERVER
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Trust at Servers

Why should you trust what's happening somewhere else?

CLIENTUSER SERVER

� 1. Secure Coprocessing

� 2. Things this technology enables

� 3. Virtual secure coprocessing with TCPA/TCG
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1. Fun Idea: Programmable Secure Coprocessors

Code Secrets

Crypto

Armor

Adversary

Secure Coprocessor

Secure Coprocessors (theoretically) enable solutions

� technology [Wein87,WhCo87,WWAP91,Palm92]

� applications [Yee94, Smith96]
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The Faustian Deal

CCA Secrets

Crypto

Armor

Adversary

Secure Coprocessor
Crypto Accelerator

Charter: design and build the product we always wanted...

� but on time

� and it must be able to turned into an IBM CCA box
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The IBM 4758

Basic architecture [SmWe99]

� 486, a few megabytes FLASH and RAM, RNG, fast crypto

� Physical protections destroy secrets

� Interleaving of sw and hw protections...
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Requirement: Outbound Authentication

The goal:

� Alice buys a coprocessor

� Alice installs some software

� The resulting entity is the real thing, doing the right thing

3. Application

2. OS

1. Code Loader
Alleged

Code-load

Bob

inbound

outbound
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Design Issues

Problem: How do we enable relying parties to make reasonable
decisions?

Bona �de E

Impostor Validate(Chain(E; K; H )) =??

Constraints:

� Code might get updated (including the code-loading code)

� Stakeholders may change their minds retroactively

� Adversary code might run at Ring 0

Solution: think about dependency and trust [Sm02,Sm04]
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2. Application: The Other End of the SSL Tunnel

The SSL PKI establishes the identity of the server .

Does this mean that Alice can trust Bob with:

� her credit card number?

� her health information?

� her private data request?

� her auction strategy?

� her private key?

...particularly if Bob might have motivation to cheat?

WebALPS Co-servers: [Ji01th,Sm01,JSM01]

� Move server's end and app-speci�c TTP into armored co-server

� Prototype built from Apache, OpenSSL, and the IBM 4758-2
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Application: DRM for Big Brother's Computer

Protecting archived private material from insider attack

I'll get
that data!

No you
won't!

Only what
we agreed.

Neither cash
nor guns

can change
that!

Armored Data Vaults: [Il01th,IlSm02]

� Guard network archive by policy

� Prototype built from Snort and the IBM 4758-2
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App: Practical Private Information Retrieval [SmSa01]

Problem:

� How do we build a server that provides material to authorized
users...

� ...so that the server op learns nothing, not even statistics ...

� ...and that follows the Web SSL model...

� ...and can perform reasonably for real data sets?
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App: Practical Private Information Retrieval [SmSa01]

Problem:

� How do we build a server that provides material to authorized
users...

� ...so that the server op learns nothing, not even statistics ...

� ...and that follows the Web SSL model...

� ...and can perform reasonably for real data sets?

Solution:

� Secure coprocessors

� 4758/CPQ

Client

SCOP

DB
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Improvements

Asonov proposed two steps: [AsFr02]

1. create encrypted shuf�e: O(n2)

2. the kth retrieval after: O(k)

Then we tried it for a Dartmouth-sized X.509 directory [IlSm03]

� The [AsFr02] O(n2) shuf�ing step takes weeks

� ...but we use Benes networks to improve shuf�ing to O(n logn)

...

...

...

...

...

...

n/2 switches

n/2 input network

n/2 switches
n/2 input network
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3. The Bear Experiment [MSWM03]

Problem: the 4758 (“Moose”) is..
� expensive

� hard to program.

� limited codespace, memory, CPU

� not widespread.

Idea: Can we build a “virtual” secure coprocessor using
Linux and TCPA/TCG hardware? This would...

� provide an independent examination of the tools

� enable interesting coprocessor applications

� enable interesting PKI questions

Mnemonic: NH has both; moose have more armor
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Our Design

Motivation: binding SSL key to application

� Relying party draws conclusion from long-lived keypair

� But Apache, OpenSSL, etc, might change more often

� Web pages, etc, might change even more often ...

Elements :

� TPM protects long-lived kernel and Enforcer Linux security module

� Enforcer LSM protects medium-lived data (e.g., Apache) against
signed con�guration �le

� Enforcer LSM protects short-lived data (e.g., Web pages) via OS,
encrypted loopback �lesystem

� CA signs long-lived public key testifying to enforcer and judgment of
the con�guration signer



January 23, 2004 15

Overall Sketch
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Status

Initial release: Aug 2003; update: December 2003.

Benchmark: 6.8% slowdown from ordinary Apache

Source:

� http://enforcer.sourceforge.net/

� Over 30K hits, and over 500 source downloads.

Next steps:

� Bear and Moose playing together

� Integration with SELinux

� Explore 1.2 spec
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Trust at Clients

Does the client enable effective trust judgment?

CLIENTUSER SERVER

� 1. Server-side SSL

� 2. Client-side SSL

� 3. Digital signatures on electronic documents
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1. Does server-side SSL work?

INTERNET Real Server

Adversary

Client
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Web Spoo�ng Revisited [YYS02tr]

For IE/Windows and Netscape/Linux (current 2001-2002), a malicious
server can spoof:

� Location bar

� SSL icon

� SSL warning windows

� SSL certi�cate information

� (and password prompts...)

www.cs.dartmouth.edu/~pkilab/demos/spoofing/

(So, unless you �re up a new browser and hand-type the URL each time ....)
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Trusted Paths for Browsers [YeSm02]

An trusted path must:

� secure all trust-relevant information

� minimize user work

� minimize intrusiveness on displayed content

� be effective

Basic idea:

� Trusted window: contains material exclusively from browser

� Untrusted window: renders server-speci�c content
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Attempt #1

Approach:

� Modify all windows have big thick boundaries

� Trusted windows get orange boundaries

� Untrusted windows get blue boundaries

Problem:

� An untrusted window can raise an image that looks exactly like a
nested trusted window.
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Attempt #2

Add synchronized random dynamic boundaries

� Have boundaries change inset/outset...

� according to central, random number

inset outset

Problem:

� Certain Mozilla elements pre-empt all the others,

� thus freezing their boundaries
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Attempt #2.5

Synchronized random dynamic boundaries...
...with a non-preempted reference window

Availability:

� scripts to replicate our changes in Mozilla source available for
download

� for Linux and Windows

� (but it's a moving target)

User studies:

� users liked it—especially with the reference window

� users found CMW-style approach confusing
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2. Does client-side SSL work?

� Can Claire (at the client) safely assume her private key was used
only to authenticate services she intended, and was aware of?

� Can Victor (at the server) assume that, if a request was
authenticated via client-side, the client was aware of and approved
that request?

� Our environment: wide range of users, often shared computers,
mostly Windows/IE
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Keyjacking [MSZ03]

Stealing private keys...

IAT

kernel.dll

crypt32.dll
f()

g()

h()

i()

IAT

f()

g()

g()

crypt32.dll

attack.dll

kernel.dll
h()

i()

Before After

Explorer
Internet

Explorer
Internet

attack.dll

� User-level executable

� DLL injection to hijack the API

� Medium or high-security keys in IE/CAPI raise warning windows
upon use... so we wait until the user expects a window



January 23, 2004 26

Keyjacking [MSZ03]

...or just borrowing them

3. Stealth request

1. Request

Claire

Martha.com

Victor.com

2. Martha's Malicious Frameset

� In many out of the box con�gurations...

� If Victor requests client-side authentication...

� Claire's browser will happily do so with her private key

� without informing Claire

� even if it's a POST
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Client-side with IE and MS CSP

If Claire approves using her key for victor.com once, IE appears happy
to keep using it for SSL handshakes to that server.

� unless you go N levels down to clear SSL state

� or kill and restart the browser
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Client-side with IE and MS CSP

If Claire approves using her key for victor.com once, IE appears happy
to keep using it for SSL handshakes to that server.

� unless you go N levels down to clear SSL state

� or kill and restart the browser

Let's follow all the rules:

� WinXP Pro, IE6 SP1, all critical updates (as of Jan 6 2004)

� “High security” key (which should prompt for password)

� “Don't prompt for client cert” disabled

� Exported and re-imported key, marking it non-exportable, per DoD
DMS guidelines
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Client-side with IE and MS CSP

If Claire approves using her key for victor.com once, IE appears happy
to keep using it for SSL handshakes to that server.

� unless you go N levels down to clear SSL state

� or kill and restart the browser

Let's follow all the rules:

� WinXP Pro, IE6 SP1, all critical updates (as of Jan 6 2004)

� “High security” key (which should prompt for password)

� “Don't prompt for client cert” disabled

� Exported and re-imported key, marking it non-exportable, per DoD
DMS guidelines

Result: IE will still use Claire's key without telling her
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Client-side with IE and MS CSP

If Claire approves using her key for victor.com once, IE appears happy
to keep using it for SSL handshakes to that server.

� unless you go N levels down to clear SSL state

� or kill and restart the browser

Let's follow all the rules:

� WinXP Pro, IE6 SP1, all critical updates (as of Jan 6 2004)

� “High security” key (which should prompt for password)

� “Don't prompt for client cert” disabled

� Exported and re-imported key, marking it non-exportable, per DoD
DMS guidelines

Result: IE will still use Claire's key without telling her

ALL YOUR KEYPAIRS ARE BELONG TO US
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Implications

What is the mental model that people have of when browsers use their
private keys, and for what purpose?

� Do these models match what browsers and servers really do?

� What are the odds that most deployments are doing the right thing?

What trusted computing base is necessary for safe use of client
private keys on ordinary desktops?

� How can we get there from here?

Why do messy software systems ruin beautiful cryptography?
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3. Do digital signatures work?

If Alice's tools tell her X has a valid signature from Bob, can she
conclude that Bob signed that virtual piece of paper?

With a quick exploration, we could attack: [KSA02]

� Word (without macros )

� Excel (without macros * )

� PDF

� HTML email

using:

� PGP and S/MIME signatures

� DST's CertainSend

� Assured Of�ce/ProSigner/E-Lock

� Acrobat Visible Signatures

* but anyone who �les NSF grants is trained to accept Excel macros blindly...
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Trust Transmission

How do we express this trust information?

CLIENTUSER SERVER

� 1. Trust in Internet routing

� 2. Trust in wireless networks
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1. Trust in Internet Routing

BGP (Border Gateway Protocol)

� controls routing in Internet

� ASs receive claimed paths, extend them, and forward on

� since it's hearsay... many options for malicious parties to cause
trouble

S-BGP uses DSA...

� sign your claim

� verify everyone else's

� suggested (memory-intensive) optimizations:

{ pre-computation

{ aggressive caching
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Improving Ef�ciency [NSZ04]

We thought of some alternatives:

� use RSA

� with bit-vectors to amortize signatures across multiple recipients

� and hash-trees to amortize across output buffers

We measured what happened:

� used SSFnet simulator to look at convergence time

� S-BGP is expensive

� S-BGP with memory-intensive optimization is cheaper

� S-BGP with our amortization is just as cheap
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2. Trust in Wireless Networks

How can we close access to a campus-wide wireless network?

To be effective, our solution:

� needs to permit authorized guests to have the same access to
internal network as insiders

� needs to accommodate the decentralized way that trust �ows in
large organizations

� needs to be (relatively) secure

� needs to work with standard tools (e.g., unmodi�ed Windows, IE)
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Greenpass [SGK+04tr]

EAP-TLS is supported by standard clients, and uses client-side X.509
keypairs

Central
CA

User KP User KPUser KP

X509 id cert
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Greenpass [SGK+04tr]

EAP-TLS is supported by standard clients, and uses client-side X.509
keypairs

Central
CA

User KP User KPUser KP

X509 id cert

Guest KP

SPKI/SDSI
authorization cert

What about guests?

� Use SPKI/SDSI to let internal users delegate to the guest keypair

� If guests don't have one, we get their browser to generate one

� Use visual hashing to solve introduction problem

� Guests still speak standard EAP-TLS with X.509...

� ...but we extend how RADIUS server decides to accept a guest cert
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Status

Prototype complete, Dec 2003

� Certi�cate center: Python, SWIG, OpenSSL, Apache, trusted Java applet

� Visprint visual hashing

� Guests: Netscape, Mozilla, IE,

� Cisco 350 access points, FreeRadius 0.9.2

� MIT's Java SDSI/SPKI library

Pilot in the works

Extending to other services, and non-trivial policies



January 23, 2004 40

Thanks!

CLIENTUSER SERVER

Co-authors: students, Dave Nicol, Punch Taylor, IBM team

More info: www.cs.dartmouth.edu/~sws/research/

Sponsors: Cisco, Mellon Foundation, US DoJ, US DHS, AT&T,
Internet2, NSF, IBM Research


